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Abstract. Many domains such as military and agriculture collect data
from sensors and other trusted applications, process them, and distribute
them according to predetermined rules to interested entities. These systems need to trust the data broker, which could be hosted in a public
environment. This paper assesses the use of garbled circuits technique
to protect the collected time-sensitive data and filtering and distribution
policy from suspicious brokers. It reports about the design of a secure
brokering protocol and preliminary performance evaluation of the implementation.
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Introduction

Current information systems collect data from sensors and other trusted applications, process them, and distribute them according to predetermined rules
within given time-constraints to interested entities. Figure 1 shows an example
of such systems, an area monitoring system. The parties of the scenario are: data
broker B, data producers Pi and data consumers Ci , where index i refers to the
ith participant. Let P1 be a drone that takes photos and sends them along with
its ID P1 and its latitude and longitude position (L1 , L2 ) to a broker B. Let the
consumer C1 sends a request to the broker to get photos collected in the area
(L1A , L2B ) and (L1B , L2B ), where (Li , Lj ) are the latitude and longitude of area
limit point A.

Fig. 1. Secure evaluation of access and dissemination policy on untrusted environments.
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The broker needs often to be located close to the time-sensitive data producer
entities and may need to operate in a suspicious or malicious environment, e.g.,
to serve a ground monitoring mission. To address this requirement, the broker
needs to operate such that it applies the filtering and distribution policy without
understanding the data and the policy.
The threat model is as follow: The broker could intercept the execution of
the filtering policy and/or apply arbitrary function on the data received from
the producers and send the results to the consumers. The producers are trusted
to send ”good” data. The consumers are trusted to send ”good” filtering policy
predicate. The broker, however, must know nothing about the application of the
filtering policy.
The issue of secure enforcement of access control policies in cross-domain
system is applicable to wide-range of domains including e-commerce, supplychain, and cyber-physical systems. The common approach is to use AttributeBased Encryption (ABE) [1,2]. However, this approach requires mechanisms to
distribute and manage the public/private keys for each participant, which makes
it difficult to apply in data dissemination scenarios, where the data senders
and receivers do not know each others at the setup phase. In addition, the
performance of the proposed homomorphic schemes that address the problem
makes them not practical.
An alternative approach is to use the Garbled Circuit (GC) [3] technique to
ensure the secure execution of brokering algorithm. GC is not commonly used
because most of the constructions require its size to grow exponentially to the
size of the input, includes big number of encryption/decryption operations, and
requires extensive exchange between the two parties contributing to evaluate the
circuit. For instance, Carter et al. evaluated the execution time of garbled circuit
for a set of algorithms including Dijkstra with 50 vertices and 100 vertices, which
take about 6 hours and 47 hours respectively [4]. Recent work focus on developing
non-interactive evaluation of garbled circuit [5,6], which allows to reduce the
cost of communication between the two parties participating on evaluating the
garbled circuit. These work focused on the security of the algorithms and did
not provide empirical performance evaluations.
The contributions of this paper are:
– Design and implementation of a GC-based brokering protocol for protecting
input data and filtering policy from suspicious brokers for time-sensitive
information sharing application.
– Preliminary security analysis and performance evaluations of the protocol.
The paper is organized as follows. Section 2 discusses related work. Section 3
describes the protocol of using Garbled Circuit (GC) for brokering data that
we propose. Section 4 describes the prototype of the protocol SFEDataShare.
Section 5 discusses the evaluation of SFEDataShare and section 6 concludes the
paper.
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Related work

We discuss in this section examples of work on attribute-based encryption of
circuits, implementations of GC and non-interactive constructions of GC.
Attribute-based encryption (ABE) for circuits. In ABE scheme, a ciphertext is associated with public indexes of the attributes ind, a message m, a
private/public key, and Boolean predicate P over the attributes ind [7]. Several
ABE schemes have been proposed. For instance, Gorbunov et al. [1] proposed a
construction that uses the Learning With Errors (LWE) assumption [8], which
allows a receiver to decrypt only data that comply with its predicate and no
more. The scheme uses the public key to encrypt the wires inputs and allows
to compute the ciphertext and the circuit representing the predicates over the
attributes at the same time. In this scheme, the parameters and ciphertext grow
linearly with the depth of the circuit. Garg et al. proposed another construction
of ABE scheme but using multilinear maps [2].
Bonah et al. [9] proposed an attribute based encryption systems that relies
on LWE problems [8] and supports functions representing arithmetic circuits.
This scheme allows to transform an encryption c of message m with attribute
vector x into an encryption under public key < f (x), f >. It can then decrypt
the result only if f (x) = 0, that is, the policy is valid. The performance of the
scheme is expected to be not practical for time critical data sharing in military
applications.
Implementations of garbled circuit. Fairplay is the first known implementation of garbled circuit for two-party computation system [10]. Several implementations have been published since then, which provide better performance
and security. We report about the main ones in the following.
Kreuter et al. implemented the garbled circuit protocol for the malicious
model [11] in the two-party context using multiple-copies to detect malicious
GC evaluator. They were able to execute secure AES in 1.4 seconds and 4095bit edit distance circuit in about 8.2 hours on 256 cores for each of the two
parties. We note, however, that about 40% of the execution time is spent on the
communication between the parties.
Bellare et al. [12] implemented the primitives of GC using AES to generate the tokens for the wire signals. They also improved their implementation
to benefit from the free-xor [13] and garbled row reduction [14] performance
improvement techniques. The performance of the implementation [15] was assessed using AES circuit and showed excellent performance: 637 µs for the circuit
garbling primitive and 264 µs for the evaluation primitive.
Almeida et al. [16] proposed a software stack for Secure Function Evaluation (SFE) that consists of a verified compiler that translates C programs into
Boolean circuits, a verified implementation of Yao’s SFE protocol based on GCs
and oblivious transfer [17], and a transparent application integration and communications. The security of the protocol implementation is formally verified
using EasyCrypt [18], a tool-assisted framework for building high-confidence
cryptographic proofs.
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Non-interactive GC. Bellare et al. [19] proposed a security formulation of GC
as four algorithms: garble the circuit, encrypt input, evaluate GC, and decrypt
the results. In addition, they formulated three security properties for GCs: (1)
privacy – the host shouldn’t learn anything impermissible beyond that which
is revealed by knowing just the final output, (2) obliviousness–leaks nothing
about the original function and input beyond known information such as the
topology of the circuit and (3) authenticity–inability of adversary to create an
output from the GC and input that is different from its output. The authors
provided one garbling scheme that comply with the security property and could
be instantiated using AES.
Goldwasser et al. proposed a construction of an encrypted decryption function that decrypts an encrypted message without a key [20]–they embed the key
in the GC. The construction uses GC of the decryption algorithm and LWEbased ABE [1]. The construction uses the encrypted message to identify recursively the labels to be used in evaluating the GC and outputs the plain-text
message.

3

Design of the Secure Brokering Protocol

Garbled Circuit (GC) has been proposed as an approach for secure function
evaluation [3,21]. A short description of garbled circuit follows. Let C be a circuit
that implements function f . A garbled circuit of C is an ”encryption” of C such
that the decryption of its output using input x is equivalent to the output of
function f using the same input x. The steps of the algorithm are [3,22,23]:
1. Gb(1λ, f ) → (F, e, d) – The garbling algorithm Gb takes in the security
parameter λ and a circuit f , and returns a garbled circuit F , encoding information e, and decoding information d.
2. En(e, x) → X – The encoding algorithm En takes in the encoding information e and an input x, and returns a garbled input X.
3. Ev(F, X) → Y – The evaluation algorithm Ev takes in the garbled circuit
F and the garbled input X, and returns a garbled output Y .
4. De(d, Y ) → y – The decoding algorithm De takes in the decoding information d and the garbled output Y , and returns the plain text output y.
Figure 2 shows the GC of a simple circuit. In this construction, we associate
to each of the wires two labels, e.g., wire 2 is associated with label C for signal
value 1 and label D for value 0. We also provide the truth table of each of the
garbled gates and associate the labels for outputs 0 and 1, where the values
0 indicates that the predicate is valid and 1 indicates otherwise. We observe
that in the basic construction, the encoding algorithm generates labels for the
input wires signals and associates them to the wire input and the decoding
algorithm generates labels for output wires signals and associates them to the
output values [19].
We propose the use of GC [3,21] for the secure evaluation of policy functions
in malicious environments. Figure 3 depicts the adapted protocol that we propose
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Fig. 2. An Illustration of Garbled circuit for a simple circuit

for secure brokering. The protocol uses the four roles: (1) the Owner, (2) the
Produce, (3) the Broker, and (4) the Consumer. The Owner generates the input
labels using the key SKi and the GC using the key SKv and sends the the key
SKi to the Producer, and the GC and the key SKv to the broker. In addition,
the Owner constructs a decoding map that matches the possible output of the
circuit to the possible output labels of the GC, which it sends to the Consumer.
The Producer uses the key SKi to generate the input labels associated with its
input, which it sends to the Broker. The Broker evaluates the GC using the input
labels it receives from the Producer and the key SKv and sends the output labels
of the GC to the Consumer. The Consumer uses the output map to decode the
output labels it receives from the Broker and generates the plain-text data of
the circuit.
We adapt the cryptographic primitives of Bellare et al. [19] to generate and
evaluate the GC for our use case as illustrated in the Procedure Gb and Procedure Ev respectively. Procedure Gb generates a GC from function f . The first
loop sets up the GC in line 2 and 3, and the second loop computes the q garbled
tables for each gate g in P [g, b, a] in lines 4 to 5, where the set garbled tables F
is given to the broker. Figure 4 shows the partial content of GC at the Owner,
including the parameters of the circuit, and a part of the garbled table.
For the evaluation of the GC, The procedure Ev evaluates the GC F using
encrypted input X by extracting the labels Xa and Xb of the inputs to each of
the gates and uses them to compute the output labels. Then, the output labels
are given to the consumer to decrypt them.
A short security analysis of our GC weaknesses is as follows: Each of the
producers receives a secret key to encrypt its data then send to the broker. An
attacker who compromises a producer can impersonate the producer by using
the producers’ secret key to send data of their choice to the broker. Another
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Fig. 3. Secret-key-based Protocol for secure data dissemination. Note: f : function, F :
garbled function, e: encoding alg., SKi: secret key for generating input labels, SKv:
secret key for garbling circuit C representing f , input labels x: producer input, X:
encryption of x, y: output, Y : encrypted output, and d: map of possible circuit outputs
to possible GC output labels.

Procedure Gb(1k ,f ) [19]
1
2
3
4
5
6
7
8
9
10

(n, m, q, A0 , B 0 , G) ← f
for i ∈ {1, ..., n + q − m} do
t  {0, 1} , Xi0  {0, 1}k−1 t, Xi1  {0, 1}k−1 t̄
for (g, i, j) ∈ n + 1, ..., n + q × 0, 1 × 0, 1 do
a ← A0 (g), b ← B 0 (g) A ← Xai , a ← lsb(A), B ← Xbj , b ← lsb(B)
T
(XgG
T ← g kak b, P [g, a, b] ← EA,B
0

(i,j)

)

0

F ← (n, m, q, A , B , P )
e ← (X10 , X11 , ..., Xn0 , Xn1 )
0
1
0
1
d ← (Xn+q−m+1
, Xn+q−m+1
, ..., Xn+q
, Xn+q
return (F, e, d)

weakness of the first version of our solution is that the size of a predicate could
be small enough for a malicious broker to bypass it by mapping the input and
the output. We consider to address these limitations in our future work.

4

Description of SFEDataShare Framework

We developed a framework for secure brokering, referred to as SFEDataShare.
We use JustGarble [24,19,12,15], an open source code base for garbling and evaluating Boolean circuits, as the core component of the framework. JustGarble [15]
uses two AES keys in constructing the GC. The first key is used to generate the
input labels that correspond to possible inputs to the circuit. The second key is
used to generate the GC wires labels and to evaluate the GC using the provided
input labels.
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Procedure Ev(F , X) [19]
1
2
3

4

(n, m, q, A0 , B 0 , P ) ← F, (X1 , ..., Xn ) ← x
for g ← n + 1 to n + q do
a ← A0 (g), b ← B 0 (g) A ← Xa , a ← lsb(A), B ← Xb , b ← lsb(B)
T ← g kak b, Xg ← DTA,B (P [g, a, b])
return xn+q−m+1 , ..., xn+q

Fig. 4. Data Owner GC Output

justGarble allocates memory for the GC dynamically. The operating system allocates a big memory size for the GC as the memory is fragmented. For
instance, the OS reserves effectively 2 GB memory (considering memory fragmentation) for a garbled circuit of 51 input wires while the effective needed
memory is 9544 bytes, excluding the memory for storing the input labels. This
problem prevented us from easily serializing the GC. Thus, we developed serialization and deserialization functions for the GC, input labels, and output labels.
The serialization consists of performing a memory copy of the data in its data
type form to a reserved memory of type void. The deserialization consists of
performing a memory copy of the received data of type array of voids to the
variables addresses and performing type casting of the variables or using function mmload si128() [25] to store the data into m128i variables. This solves
the problem as we are consuming only the needed memory zones.
Figure 4 shows part of the log of the Owner module. The log shows the
input/output labels of a circuit composed of three input wires and two gates
XOR(.) and AND(.).
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Table 1. Performance of the protocol.

# of inputs
wires
3
10
15
22

# of gates GC Size (in
bytes)
2
9
14
21

520
1836
2776
4092

Garbling time
(in ticks)
80584
81076
82134
171404 (0.017 seconds)

Evaluation time
(in ticks)
569
1137
901
1990 ( 0.2 msec)

*10.000 ticks correspond to 1 millisecond

5

Performance Evaluation

We evaluated the framework using a MacBook Air laptop of 1.1 GHz Dual-Core
Intel i3 processor with 16 GB RAM. The framework’s modules run in a virtual
box VM that runs Ubuntu 14.04.6 LTS. Table 1 provides the GC serializing
size, circuit garbling time, and GC evaluation time. We observe that garbling a
circuit of 21 gates and 22 wires takes about 17 milliseconds to garble and 0.2
milliseconds to evaluate. The timing values are considered acceptable, compared
to the timing of e.g., the construction of Carter et al. [4], although the sizes of
the circuits are small.
The time to send GC from the Owner to the Broker depends mainly on the
size of the serialized GC. Equation 1 provides the size of the serialized garbled
circuit, where q is the number of gates, n is the number of input wires, and
m is the number of output wires of the circuit. Column 3 of Table 1 provides
examples of the sizes the serialized GCs. We believe that the time to send GC
will be reasonably low.
s = (84 × q) + ((n + q + 1) × 52) + (4 × m) + 16 + 20.
where:
q: number of gates.
n: number of input wires.
m: number of output wires.

(1)

The framework crashes when we use circuits of large size because of the
enormous effective size of the memory allocated to the GC in justGarble. This
issue requires further debugging of the code to make it more robust and useful.
We note that the implemented protocol uses two AES keys to construct the
labels for the GC. The schema is secure because the broker, who evaluates the
GC, cannot associate the input to the input labels and cannot associate the
output of the circuit to the output labels generated from the GC.
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Conclusion

We discussed in this paper the results of assessing the use of Garbled Circuit
(GC) to protect time-sensitive input data and filtering and distribution rules
from suspicious brokers. We designed a protocol for secure data dissemination
that uses GC and implemented a prototype of it, SFEDataShare. Then, we
evaluated the framework using a small randomly generated circuits of up to
about 21 gates.
We found that the size of data exchanged between the parties is small and the
time to garble a circuit and evaluate it are also reasonably small. The results show
that GC could be used for secure data brokering with acceptable performance.
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